Maltego — 3TO HMHCTPYMEHT I TIOCTPOSCHUE M aHaIHM3a CBsI3eH MEXIY
pa3iMYHBIMU  CyOBeKTaMH U OObekTaMH. EE& O0COOCHHOCTSIMHU  SIBIISIOTCS:
BU3YQJIU3UPOBAHUE TIOJYYCHHBIX JIAHHBIX, pa3BelKa HA OCHOBE OTKPBITHIX
UCTOYHUKOB, KOMOMHUPOBAHHE IS TITyOOKOTO aHaIW3a JaHHBIX MOJYYCHHBIX U3
3aKPBITBIX M OTKPBITBIX HMCTOYHHKOB, aBTOMATHYECKHA aHAJU3 OTKPBITHIX
UCTOYHUKOB W  aBTOMATHYECKOE  TIOCTPOSHUE  B3aUMOCBS3EH  MEXIy
00HapyKEHHBIMUA OOBEKTaMHU.

Maltego mo3BossieT coopaTh BOSIUHO HH(DOPMAIUIO MOJTYYSHHYIO U3 OTKPBITHIX U
3aKpBITBIX HMCTOYHUKOB, OHA TMO3BOJISICT BHU3YAJIM3UPOBATh AarperupOBaHHBIC
JIAHHBIE.

Maltego  mpemymaraetr  MOJB30BaTEN0  OECTpeneneHTHYI0  HWH(OpMAaIUIo.

HNudopmanius — 310 cpeacTBo Bo3aencTBus. Mapopmarus — 310 cuia.

o Maltego — 31O mporpamma, KOTOpas MOXKET OBITh HCIOJIb30BaHA IS

BBISIBJICHUSI OTHOILIICHUN 1 pCallbHBIX CBSI3ECHU MCXKIY:

o JIroneMu

o ['pynimamu sroeit (coruaabHbIe CETH)

o KoMnanusimu

o OpranuzaiusmMu

o Be6-caiitamu

o HNuTepHeT HHPpACTPYyKTypaMH, TAKUMU KaK:
o Jlomenamu

o DNS umenamu



o CereBbIMU OJ10KaMU

o IP agpecamu
dakropamu
AddunupoBaHHOCTH

JlokymMeHTamu # (paitnamu

o DT OOBEKTHI CBS3BIBAIOTCS HA OCHOBE PAa3BEIKH IO OTKPHITHIM
HMCTOYHUKAM.
o Maltego — mpocta u ObICTpa B yCTaHOBKE, OHa HCHOJIb3yeT Java, a,

cieaoBaTeabHO, padoraer Ha Windows, Mac u Linux.

o Maltego umeer rpaduyeckuili UHTEpdeiic, KOTOpble MO3BOJISET BHUJIETH
B3aMMOCBSI3M MEXJIy OOBEKTaMHM MTHOBEHHOM H TOYHO, a 3TO JaéT
BO3MOKHOCTB TIPOCJICIUTH CKPBITHIC CBSI3H.

o Hcnonp3ys rpaduueckuii moibs3oBarenbckuii maTepdeiic (GUI), BbI ¢
JETKOCThIO YBUJUTE BCE B3aMMOOTHOILIEHHUS, J1aXX€ €CJIU OHHM Pa3zesIeHbI
TpEMSs WM YEThIPbMS YPOBHSIMHU.

o Maltego yHuKanbHa OT TOro, YTO OHA MCIOJIb3YyeT MOIIHBIA M THOKUH
bperMBOPK, KOTOPBIM JeiaeT BO3MOXKHOM HacTpoiky mona cebds. [lo cyru
Maltego Mosxet ObITh aganTHUPOBAHA MO Ballld COOCTBEHHBIC, YHUKAIbHBIE

TpeOOoBaHUS.

BeinosiHenne padoThl.

HeoOxoaumo 3amycTuTh BUpTyainpHyto MamnHy Kali Linux. [Taposs u torun ais
aBTOpPHU3aIlMHU B CUCTEME root:toor



BapuanT 6path cormacHo xypHaiy u3 Qaitna Variants.txt.

1. MoHO 3amyCTUTh U3 MEHIO WJIM HaOpaTh B KOHCOJIH

$ maltego

Hac BcTpeuaer macrep:

Welcome to Maltego!

Startup wizard - Welcome (1 of 1)

Welcome to Maltego!

elect Transform Seeds This wizard will guide you through the steps of setting up vour
stal isforms. Maltego Client for first use.

We hope that wou enjoy using our product as much as we enjoy
building it

Please note that the Community Edition is intended for
non-commercial use anly!

< Back || Mext = || Finish || Cancel || Help

Haxxumaem nanee. Ham Hy»HO BBecTH e-mail 1 maposb.




Welcome to Maltego!

Steps Startup wizard - Login (1 of 2)

Welcame Enter your details below to log in to the Maltego Community Server

ar if wou have not done so yet, register here

Login
* Email Address ||

Passward |

Cral®  soPull

* Solve captcha |

| < Back || Mext = || Finish H Cancel || Help

JlanHbIe 11 BXOJ1A:
Email: sibsutis.biut@gmail.com

Password: test123


mailto:sibsutis.biut@gmail.com

BBoaum nannbie, Haxxumaem nanee. Ormedaem Maltego public servers, nanee:

=inl

Welcome to Maltego!

Steps Startup wizard - Select Transform Seeds (1 of 2)

Welcome
Install Transforms from:

|Maltego public servers|

- t Transform
reds
all Transforms.

[ ] Local TAS (Transform &pplication Server)

Maote: The installation of Tranforms and addition of local servers can also he
done later by using the Transform Hub.

< Back || Mesxt = || Finish || Cancel H Help

BI/II[I/IM 4TO AJId 3allyCKa MalllMHbI BCC TOTOBO, KIIMKACM Cl)I/IHI/IH_I



Welcome to Maltego!

Steps Startup wizard - Install Transforms (2 of 2)
Welcome
Lagin Ready...5et...GO!
1gin result
Transform Seeds Your new Maltego client has heen initialized sucessfullyl

stall Transforms

5 new application server(s) were found
145 new transforms were found

31 new entities were installed

You are now ready to use Maltego!
@ Run a machine
7 Open a blank graph and let me play around
i Open an example graph
1 Go away, | have done this before!

| |= Backl || Mext = || Finish || Cancel || Help

A 31€Ch HaC BCTpEeYaeT 3aIllyCK HOBOM MalllWHBI.

r

Start a Machine

Steps Run Machine - Choose machine (1 of 2)

_use isghine Please select the machine to run from the list below:

i Company Stalker [Doman] [
This machine will try to get-all email addresses at a domain then =.
i1 Find Wikipedia Edits [Dornan]
This machine takes a domain and locks for possible Wikipedia edits.
i1 Footprint L1 [Darmain]
This parforms a level 1-1fast, basicl fostprint of a dormain.
{:} Footprint L2 [Darnain]
This perfarms a level 2 (rruld] factprirt of a doman.
i1 Footprint L3 [Daormainl =

Show on startup
Show on empty graph click

€9 Please select a machine to run.

ack Mext = Finish Cancel Help




3akpoewm ero. /laBaiite uMmopTupyem HacTpoiiku. Ham roBopst 06 orpannueHnu,
HO OHO yOuWpaeTcs, eciu CeNNaTh UMIOPT HaCTPOCK.

Results Limited

Maote that results within machines are restricted to 12 entities in the Community Edition.

[ ]Don't show again!

Haxmute OK.

YroObl WMMIOPTHPOBATH HACTPOWKH B JIEBOM BEpPHEM YINIy HAXKMHUTE Ha
rnodyc/map (kHomka mpuioxkenus). Janee Mmmopt -> UmMmnopt koHurypammm,
BbIOEpuUTE haiin nexamuii 1o aapecy /opt/Teeth/etc/Maltego config.mtz. (MoxHO
IPOMYCTUTH ATOT MYHKT U MOCTaBUTH Tasiouky Don’t show again).

Haxmure Jlanee.
Import Wizard

Steps Import Wizard - Select File

. Select File
. Selection Look In: | etc - E

D Maltegu_config.mtzi

File Name: |Ma|teg0 config. miz |

Files of Type: |Maltego Archive (¥ miz* mtgx) |v|

= Back “ MNext = ” Finish H Cancel H Help



http://webware.biz/wp-content/uploads/2015/09/21.jpg

ITocTaBbTe TAIOUKH rAC HYXKHO. HaHpHMep — BE31C.
Import Wizard

Steps Import Wizard - Selection

Select File Select items:

s
2. Selection
3.1 Import Mame Description

& 3 Entities
9 =3 Penetration Testing
@ =exist= Web Dir
[w] ~ =exist= Service
[#] <exist= Possible Injectic
& =exist= Yulnerability
& =exist> PossibleEntryPo
[] B <exist= Banner
i <exist> Port
© ‘—yLacal Transfarms
{f <exist> TTPIPAttack
{F <exist= TTServiceToPart

1 A

[»

El

< Back || Mext = || Finish H Cancel ||

Help

Ternepp Ha)KMMaEM 3aIlyCTUTh MAILKHY.

Run Machine - Choose machine (1 of 2)

Please select the machine to run from the list below:

{~ Company Stalker [Domain] _*
This machine will try to get all email addresses at a domain then see wh
" Find Wikipedia Edits [Domain]
This machine takes a domain and locks for possible Wikipedia edits.
{~ Footprint L1 [Domizin]
This performs a level 1 (fast, basic) footprint of a domain.
{~ Footprint L2 [romizin]
This performs a level 2 (mild) footprint of a domain.
=]

[+ Show on startup
[+ Show on empty graph dick

€W Please select a machine to run,




JlocTynHbIE MYHKTHI:

o Company Stalker: MammunHa momnbeiTaeTcss coOpaTh Bce ajpeca e-mail Ha
JIOMEHE, TOTOM NONpPOOYyeT HUX COMOCTaBUTHh C JaHHBIMH B COLMAIbHBIX
ceTsix. Takke cOOMpPAIOTCS JOKYMEHTBI M H3BJIEKAIOTCS METaJaHHbIC.
Hy>XHO BBECTH TOMEH.

o Find Wikipedia Edits: Ota mammua Oepér HOMEH M HIIET BO3MOKHBIC
npaBku B Bukunenuu.

« Footprint L1: Ilpon3Boautcs nepBbiil ypoBeHb (OBICTPBIN, IPOCTOI) CHATHS
«OTMEYaTKOB MaJbIIEB)» C IOMEHA.

o Footprint L2: [IIpousBoautcss BTOPOM YpOBEHb (MSTKUM) CHSITHUS
«OTMEYaTKOB MaJbLIEB)» C IOMEHA.

o Footprint L3: IlpousBoautcss TpeTuid ypoBEeHb (MHTCHCHUBHBIM) CHSTHUS
«OTIEYATKOB TMalblEB» C JOMEHAa. JTO 3aHUMAET BpeMs U MNOTpeOsieT
pecypcebl. cnoib3yiTe OCTOPOKHO.

o Footprint XXL: Mamuna Bripsiraetcs B JeHCTBUTEIBHO TSKETYIO pabOTy MO
JNEHCTBUTENHHO OOJNBIIUM IEISIM, KOTOPBIE XOCTST CBOIO COOCTBEHHYIO
uHppacTpykTypy. MamivHa TmBITaeTCS TMOJYYUTh OTIEUATKH TaJIbICB
npocmarpuBast SPF 3anucu B Hazexe Ha HETOJOKH, a TaKkKe Ha 00paTHOE
nenerupoanue DNS k wux cepBepam umén. Oro OYEHDb BaxHOo —
BHUMATEJIbHO CMOTPETh Ha IMOJb30BaTEIbCKUE (UIBTPHI, KOTOpbIE
MpeCTaBiIeHbl Tepen Bamu, B mpoTuBHOM ciiydae Bbl OBA3ATEJIBHO
MOJy4YuTE JIOKHBIE cpalaTeiBaHus. Pe3ynbrarom pabOThl 3TOW MAaIlIUHBI
MOXXET CcTaTb Macca TIpapuKOB IMO3TOMY, MoXanyicra: 1) OyasTe
TEPHENUBBI, 2) UMENTE MHOT'O ONIEPATUBHOMN MaMSTH.

o Person — Email Address: IlbiTaeTcst nmomyuuts yeil-nmubo e-mail agpec u
HalTH, TJIe OH ucnoib3dyercs B Untepuere. Hy>kHO BBeCTH aJpec MOYTHI.

o Prune Leaf Entities: Prune Leaf Entities

o Twitter Digger X: PaboTtaer no mncepaoHumy (WM rceBgoHumMam) Twitter.
AHanu3upyeT TBUTHI.

o Twitter Digger Y: PaGotaer mo nceBgonumam Twitter. Haxonut TBUTHI u
aHAJIM3UPYET UX.

o Twitter Monitor: Mamuna MoHUTOpUT TBUTTEp HaA XEHITErH WM Ha
3aJJaHHbIE BXOXJICHHUA HMEHH, YIOMAHyThle BO (pazax. HyxHo BBecTH
¢pasy.

o URL To Network And Domain Information



2. CornacHo BapuaHTy, MPOCKAHUPOBATh U MPOAHAIM3UPOBATH BCIO MOTYYECHHYIO
uH(pOpMaIUIO TT0 OJHOMY U3 JoMeHOB. Pexxum ckanupoBanusi Company Stalker
i Footprint 1.

B xone paGoTel MamiuHbI, OyIyT MOSBISATHCS HOBbIE OObEKTHI. [lo Kaxxmomy
00bEKTYy MOXKHO KJIMKHYTh IpaBOM KHONKOW U BBIOpaTh JOMOJHHUTEIbHBIC
neiictusi, Haripumep, All Transforms:
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3. [IpoanayiM3upoBaTh MOTYYEHHYIO HH(OPMAIIUIO, TOMETUTH KIHOUYEBbIE OObEKTHI.

4. Beiopath pexxum Person — Email Address, ucromns3ys noaydeHHbI€ B X0/1e
BBITIOTHEHU myHKTa 2 Email agpeca, npousBectu ckanupoBanue. (B ciayuae
OTCYTCBHS a/IpECOB B IyHKTE 2 — BBIOPATH JIF0O0H Ha Balie ycMoTpeHue. B
HEKOTOPBIX CIydasx MporpaMma MOXKeT He HalTH 3aBUCIMOCTH. )

5. Boiopats pexum Twitter Digger Y/ Twitter Monitor. [Togats mto0bie BXOHBIE
napaMeTpsl, TOCMOTPETh Pe3yibTar.



	Выполнение работы.




